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This report was part of Mr. Robert Tomkin's participation in Sasakawa Peace Foundation USA's
U.S.-Japan Research Exchange (UJREX) program, which brought him to Tokyo in April 2025 to
engage with Japanese media, university professors and researchers, as well as policymakers and
government officials working to strengthen strategic partnerships between Japan and Europe. In
addition to traditional military ties, Mr. Tomkin examined European economic security initiatives
in the Indo-Pacific. This includes Japan-Europe collaboration on technology development and
production, as well as enhanced cooperation in Al, cybersecurity, and countering 'weaponized'
social media. Other areas of examination included attempts to counter economic coercion, export
controls, or other protectionist measures. Mr. Tomkin also looked into the possibility of Japan
participating in defense related agreements like AUKUS, enhanced intelligence sharing, and
changes in nuclear deterrence policies.

Introduction
The onset of the second Trump administration has shaken the U.S.-led post-World War 11 security
order at a speed few envisioned, changing the security calculus of many U.S. allies in just a few

months.

Although many have been advocating for Japan and others to begin to explore alternatives to the
total security embrace of the United States, it has been the recent actions, and especially the public
statements, of the second Trump administration that have prompted a shift in thinking among

America’s allies, particularly in Europe and Canada.
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“If you read history, you know that nothing lasts forever, and we knew that the supremacy of the
American system would someday come to an end,” says Dr. Yoko Iwama, a professor at the
National Graduate Institute for Policy Studies in Tokyo. “But you always assumed that it was going
to be a decade or two away. Now it's suddenly right in front of you. And it doesn't happen the way
you imagine ... a slow erosion and a slow takeover by something else. Instead, it’s self-destruction.

And that's simply astonishing.”

While the Trump administration’s actions have already led to both a revision of thinking, and more
importantly, direct action in capitals across Europe, it remains to be seen whether similar changes
will occur in Japan. Indeed, how Japan might de-risk or hedge against a potential lessening of what
has been an ironclad U.S. security commitment is a question most Japanese would prefer not to

confront.

Still, many Japanese security experts are now posing just such a question -- a question that has few

good answers.

Trump 47

To Trump and his MAGA supporters, the U.S. role as de facto global policeman is an artifact of a
post-war order that has seen the American taxpayer subsidize the security of its allies. Yet, despite
Trump’s negative statements about Europe and U.S. support for Ukraine on the campaign trail,
some believed a second Trump administration would largely be a repeat of the first-- namely a
four-year period during which little tangible change occurred in the security dynamic between the

U.S. and its allies.

Most countries viewed Trump 45 as an anomaly and essentially waited out the four years in the
hope that a new U.S. administration would reassert the previous order. After Trump took office in
2017 and began to push for U.S. allies to spend more on their own defense, few countries then
took him seriously. Despite his protestations of "free-riding" allies, the U.S. continued to account
for close to three-quarters of NATO spending, with contributions by many NATO members
actually declining on a relative basis during the first Trump presidency as countries like Germany

continued to cut their active-duty forces and reduce weapons purchases. Japan was essentially no
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different, with defense spending levels only increasing significantly after its December 2022

National Security Strategy was released.!

It wasn’t until the annual Munich Security Conference this past February that sentiment, especially
in Europe, began to change. It was then that U.S. Vice-President J.D. Vance gave a speech
excoriating Europe, not only for its “free-riding” but for what Vance characterized as its opposition
to certain values like free speech. The address shocked European leaders, who almost immediately

began to envision a world in which America would no longer have Europe’s back.?

European Response

Europe has responded in various ways. Most NATO members have pledged to greatly increase
defense spending. At the June NATO summit in the Netherlands, most members agreed on a goal
to spend 3.5% of GDP on defense and a further 1.5% on defense related infrastructure like roads,
bridges and cyber. Although the figures vary, the total is roughly double what was being spent as
recently as last year. Europe’s Readiness 2030 plan calls for increasing European defense spending
by up to 800 billion euros, including a 150-billion-euro loan program to pay for more military

technology and weapons.’

To fund such increases, Europe has actively explored various financing mechanisms, including
“defense banks” and other lending instruments. One such option proposed by Bruegel, Europe’s
leading economics think-tank, is the creation of a European Defense Mechanism (EDM), an
ongoing institution similar to the European Stability Mechanism and based on an

intergovernmental treaty.*

According to Bruegel, the EDM would “undertake joint procurement and plan for the provision of

strategic enablers in specified areas, with a capacity to fund these roles.” The structure would

! “SIPRI Military Expenditure Database,” STOCKHOLM INTERNATIONALPEACE RESEARCH INSTITUTE, Accessed August 2025,
https://www.sipri.org/databases/milex.

2 Erlanger, Steven; Sanger, David .; Tankersley, Jim, “Vance Tells Europeans to Stop Shunning Parties Deemed Extreme,” The New York Times,
February 14, 2025, https://www.nytimes.com/2025/02/14/world/europe/vance-europe-immigration-ukraine.html.

3 “White Paper for European Defence — Readiness 2030,” European Union External Action, March 21, 2025,
https://www.eeas.europa.eu/eeas/white-paper-for-european-defence-readiness-2030_en.

4 Wolff, Guntram B.; Steinbach, Armin; Zettelmeyer, Jeromin, “The governance and funding of European rearmament,” Bruegel, April 7, 2025,
https://www.bruegel.org/policy-brief/governance-and-funding-european-rearmament.
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conceivably charge usage fees to EDM members, reducing the budgetary impact of rearmament.
According to the proposal, membership would prohibit both state aid and procurement preferences

that benefit national defense contractors at the expense of contractors from other EDM members.

In the meantime, the new German government led by Chancellor Friedrich Merz has passed a
constitutional amendment eliminating any borrowing limit for defense spending. The move allows
Germany, previously one of NATO’s laggards in terms of spending and contributions, to take the

lead on rebuilding European security.’

Canada Too

Canada, too, has undertaken a fundamental reassessment of its relationship with its neighbor to the
south, particularly in the wake of threats by President Trump to make Canada the 51st state.
Canada's old relationship with the United States, "based on deepening integration of our economies

and tight security and military cooperation, is over," said Canadian Prime Minister Mark Carney.®

Canada has been in talks with various European countries about establishing closer defense
cooperation, and on June 23, signed an agreement with the EU that includes establishing a Security
and Defence Partnership as part of Readiness 2030. The pact will allow Canada to develop
diversified military supplier partnerships and capabilities with the EU.’

Potential projects include air and missile defense, drones and anti-drone systems, artificial
intelligence and electronic warfare. "The first step is joining the club. The next step is deciding
what projects you want to work on with other club members," Dave Perry, president of the

Canadian Global Affairs Institute, told the CBC.

European Limitations

5 Rahn, Wesley, “Germany: Upper house signs off on landmark debt reform plan,” Deutsche Welle, March 21, 2025,
https://www.dw.com/en/germany-upper-house-signs-off-on-landmark-debt-reform-plan/a-71992709.

¢ Ahmadi, Ali Abbas; Debusmann, Bernd; Murphy, Jessica, “Canada PM Mark Carney says old relationship with US 'is over',” BBC, March 28,
2025, https://www.bbc.com/news/articles/c5y41z4351qo.

7 “Canada announces new, strengthened partnership with the European Union,” Prime Minister of Canada, June 23, 2025,
https://www.pm.gc.ca/en/news/news-releases/2025/06/23/canada-announces-new-strengthened-partnership-european.
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On an operational level, the U.K. and France have pushed for a “coalition of the willing” to provide
security guarantees for Ukraine. However, the Trump administration’s unwillingness to provide
air defenses to back the reassurance force the U.K. and France are planning in a postwar Ukraine,

the so-called U.S. “backstop,” is a further indication of how much things have changed.

Still, although Europe has awakened to the fact that they will need to produce much more of their
own kit, decades of underinvestment in both human and physical resources have left them
scrambling to increase production. Many experts say it will take until the end of the decade, at the
earliest, for Europe to begin producing many of the “enablers” like air defense, missile defense,
airlift, sealift, aerial refueling, geospatial satellites, intelligence and other vital systems that are

almost exclusively provided to them by the United States.

“The Europeans have woken up, but the question is how do they get resources,” says Dr. Steven
Nagy, a professor of International Relations at International Christian University in Tokyo. “This
is the bottleneck. They don't have the people, they don't have the skills, they don't have the
manufacturing centers.” Nagy says Central Europe is likely the best place to do it in the short term,

as its economies remain more manufacturing-based.

Back In Asia

While most of Trump’s focus has been on Europe, many of America’s allies in Asia are also
concerned. In May, the Wall Street Journal reported the U.S. was considering withdrawing 4,500
U.S. troops from South Korea and repositioning them in Guam. More recently, the Pentagon
announced it was conducting a formal review of the 2021 technology sharing agreement known as
AUKUS (Australia, U.K. and the U.S.), a series of defense projects between the three nations
centered around the procurement of nuclear-powered submarines. Japan also has expressed interest

in participating in AUKUS.®

It was not supposed to be this way. At the end of 2024, much of the western world, including

America’s allies in Asia, were finally beginning to re-evaluate their economic relationships with

8 Martin, Timothy W.; Ward, Alexander; Youssef, Nancy A., “U.S. Considers Withdrawing Thousands of Troops From South Korea.” The Wall
Street Journal, May 23, 2025, https://www.wsj.com/world/asia/u-s-considers-withdrawing-thousands-of-troops-from-south-korea.
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China in lieu of Beijing’s relentless pursuit of global market share. Even countries like Germany,
which had previously been loath to offend China for fear of jeopardizing German automobile and
machine tool exports, have come to see subsidized Chinese electric vehicles swamping European
markets as a direct threat to its largest employers. Over the previous decade the United States had
encouraged its allies in Europe and Asia to move away from China. Such entreaties were beginning
to finally pay off as leaders in Europe began to question their overreliance on Chinese economic

ties.

Yet, in one day, President Trump’s announcement of across-the-board tariffs on what he calls
“Liberation Day” has slowed the momentum towards establishing a strategic bloc to counter
Beijing and have raised new questions about U.S. adherence to a rules-based order as well as U.S.

security commitments throughout the world.

Third Way

Until recently, Europe had shown little interest in the security environment of the Indo-Pacific.
Fears of upending growing commercial ties with China meant there was little upside to becoming
actively involved in the region, at least in non-economic areas. As such, despite ongoing concern
over Beijing’s actions leading many in Europe to push for a more active role in the Indo-Pacific,

most experts believe Europe is unlikely to play an active security role in an anti-China front.

In a recent address at the Shangri-La Security Dialogue, President Emmanuel Macron of France
called on Europe and Asia to build a “new coalition of independence” united in refusing to choose
between the United States and China. “The main risk today is the risk of division of the world, and
a division between the two superpowers,” Macron said to the gathering of security officials, noting

that the U.S. and China should not be forcing others to choose sides.’

% “President of the French Republic Emmanuel Macron delivers the Keynote Address,” The International Institute for Strategic Studies, May 30,
2025, https://www.iiss.org/events/shangri-la-dialogue/shangri-la-dialogue-2025/plenary-sessions/keynote-address/.
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Macron called for “new coalitions” between the countries of Europe and Asia to help "reset" a new
rules-based global order amid an increasing risk of nuclear proliferation, higher tariffs, and

growing divisions between the U.S. and China.

Macron, however, did acknowledge the “Ukraine today may be East Asia tomorrow” narrative
expressed by former Prime Minister Kishida at Shangri-La in 2022, noting that a Putin victory,
especially in the wake of diminished western support for Kyiv, will embolden Beijing to act against
Taiwan and elsewhere in the Pacific. Although it was France that objected to establishing a NATO
office in Tokyo out of concern of offending Beijing, Macron went on to say that China should do
more to stop its ally North Korea from sending forces to help Russia in Ukraine if it wanted to

avoid NATO expanding its role in Asia.!”

"If China doesn't want NATO being involved in Southeast Asia or in Asia, they should prevent
DPRK, clearly, to be engaged on European soil," said Macron.

European Nations not Europe

European interest in Asia has grown as the center of global trade and technology has shifted to the
Indo-Pacific. However, how much of a tangible European presence is likely to occur remains to

be seen.

“France, Germany and the U.K. all have different interests in the Indo-Pacific,” says Professor
Koji Murata of Doshisha University in Kyoto. “France has 1.5 million citizens, Germany still has
extensive economic ties with China, and the U.K. has a fragile domestic situation. I just don’t see

much coming from London or Berlin.”

Murata believes some joint procurement and intelligence sharing is possible, but budget and legal
limitations need to be addressed. Meanwhile, cyber security remains a weak point for both, he

says.

10 “Keynote Address by Prime Minister KISHIDA Fumio at the 1ISS Shangri-La Dialogue,” Prime Minister’s Office of Japan, June 10, 2022,
https://japan.kantei.go.jp/101_kishida/statement/202206/_00002.html.
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Japan as a Bridge

Still, many in Japan are questioning whether Japan needs to, or even can follow the path Europe
and Canada are in the process of taking. “Europe knows it is being cut off. Japan isn’t sure,” says

Thomas Gnocchi, the Deputy EU Representative in Tokyo.

Japan has yet to have its “J.D. Vance Moment.” Japanese leaders, starting with Prime Minister
Abe, have been skillful at managing relations with President Trump, particularly at a personal
level. Trump’s animus toward Japan during his first term was nothing compared to that directed
against a Merkel led Europe, even though Japanese defense spending trailed European levels and

relative Japanese trade imbalances with the U.S. were higher.

“The need for cooperation between the U.S., Japan, and Europe has never been greater. The issue
is feasibility,” says Professor Kamiya Matake of Japan’s National Defense University. Kamiya
notes that while European nations refrained from security issues in the Indo-Pacific out of
deference to China, some are beginning to question their Indo-Pacific strategies because of
growing Chinese assertiveness and threats to the rules based international order. “Japan and Europe
share an interest in maintaining the order,” he says, especially given questions about the
U.S. commitment to the very rules it helped establish and maintain. “Trump is power based, not

rule based,” he says.

In early April, NATO foreign ministers met their IP4 counterparts to explore expanding defense-
industrial cooperation. “We cannot look at the NATO territory in isolation,” NATO Secretary-
General Mark Rutte said ahead of the two-day summit. Rutte said he hoped to make partnerships

with Indo-Pacific allies “more and more practical” by deepening defense-industrial cooperation.'!

“We are learning a lot now from this terrible war in Ukraine. ... And we have to make sure, when

working with the Indo-Pacific for partners, that we capture those lessons,” Rutte said, noting that

! Dominguez , Gabriel,“At summit, NATO eyes growing industrial collaboration with Asian partners,” The Japan Times, April 3, 2025,
https://www.japantimes.co.jp/news/2025/04/03/world/politics/nato-summit-asian-partners/.
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NATO’s ties with the IP4 are no longer just about the meetings but now carry “more meat on the

bone.”

Rutte followed up the meeting by visiting Japan, where he made a point of visiting several Japanese
defense firms, including various local startups. It shows how serious NATO is about industrial
cooperation and the belief that Japan could potentially play a substantial role, says Professor
Michito Tsuruoka, Deputy Director of the Keio University Center for Strategy and a former advisor

for NATO at the Japanese Foreign Ministry.

Tsuruoka and others say the war in Ukraine has provided an impetus for more industrial
cooperation, partly because of Europe’s current lack of weapons and production capacity.
Countries like Japan and South Korea have both the technological and industrial capabilities to
potentially become more meaningful partners, especially as the Trump administration has raised

questions about being overly reliant on U.S. protection and weapons systems.

Indeed, there is a political imperative to look for non-U.S. technology as Trump’s actions have
heightened concerns that the U.S. could withhold software updates for sophisticated weapons
systems like the F-35 or even spare parts. Until recently, virtually no one in NATO or Asia truly
entertained the possibility that America would no longer be an ally. While still remote, particularly

among America’s allies in Asia, many now must factor such a scenario into their security calculus.

GCAP

GCAP is the most prominent concrete example of European-Japanese collaboration. The joint
Japan-U.K -Italy program aims to develop a 6™ generation fighter aircraft by 2035. Participating
in a non-U.S. produced aircraft program will allow Japan to co-own the technology, lessening the
risk that a future U.S. administration would prevent Japan from receiving software upgrades or

spare parts for a U.S. aircratft.

Some in the Japanese government, however, worry that the aircraft’s development is proceeding
too slowly and say Japan should buy more F-35s in the interim or even acquire the planned U.S.-

made F-47 to deter China from threatening Japanese airspace with its own 6™-generation plane,
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the J-50. Trump reportedly discussed the F-47 with Japanese Prime Minister Shigeru Ishiba in
May.

“The F-47 will be principally a U.S. fighter and not a competitor to the GCAP,” Italian Air Force
Gen. Giandomenico Taricco, the head of the intergovernmental agency running the GCAP
program, told Defense News. “What we want is for the GCAP to be interoperable with the F-47,

to make them two elements in an integrated system,” said Taricco.'?

Although questions have been raised about the overall efficacy of the project, Japan is participating
in GCAP in part to co-own the technology on board the plane, something it would be less able to
do with an equivalent U.S. jet. In addition, the collaboration inherent in GCAP may lead to
additional deals and joint projects. Italy is considering buying the Japanese Kawasaki P-1 maritime
patrol, instead of purchasing a U.S. equivalent, while Japan may buy Italy’s M-346 jet trainer. In
an address to the parliament earlier this year Italian Air Force chief Luca Goretti said working with

Japan on GCAP was prompting discussion about other possible team-ups.

“Right now there is an Italian delegation in Japan because there are other chances for growth with
(Japan) including the development of a trainer for them as well as a joint patrol aircraft,” he said.
“Our collaboration has opened other horizons which were unthinkable until very recently,” he

added.”

A number of countries have also expressed interest in joining the project, including India and even

Saudi Arabia.

Asian NATO

NATO and Japan have been partners since their 2013 joint declaration signaling bilateral
cooperation. The two have focused on cyber defense, humanitarian assistance, maritime security,

disaster relief, and science & technology.

12 Kington, Tom, “Next-gen GCAP warplane faces time pressure amid American F-47 plans,” Defense News, June 11, 2025,
https://www.defensenews.com/global/europe/2025/06/11/next-gen-gcap-warplane-faces-time-pressure-amid-american-f-47-plans/.
13 Kington, Tom, “Italy looks to fighter friend Japan for a new maritime-patrol plane,” Defense News, March 29, 2025,
https://www.defensenews.com/global/europe/2025/03/28/italy-looks-to-fighter-friend-japan-for-a-new-maritime-patrol-plane/.
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Prime Minister Kishida attended the July 2024 NATO Summit in Washington and announced that
Japan would strengthen a classified information sharing system with NATO, increase cooperation
in the cyber field, and dispatch new personnel to the NATO Strategic Communications Centre of
Excellence (NATO StratCom COE based on the Individually Tailored Partnership Programme
(ITPP)."

Japan and NATO also affirmed that they welcomed flagship projects (including support for
Ukraine, cyber defense, disinformation, hostile information, and technology) between NATO and
the Indo-Pacific partners (IP4: Japan, Australia, New Zealand, South Korea). This was done under
the premise that the deepening of coordination between the IP4 and NATO is crucial, as the security

of the Euro-Atlantic and Indo-Pacific is inseparable, according to Japan’s Foreign Ministry.!

Yet, for the most part, there has been little in the way of operational impact. “The ITPP agreement
will be revised next year, but is still largely words,” says Hiroshi Yamazoe, Head of the America,
Europe and Russia Division at the National Institute for Defense Studies (NIDS), a think tank for
Japan’s Defense Ministry. “It all depends on the U.S. maintaining good relations with NATO. If

relations worsen, it will be more difficult for Japan.”

Japan and the U.K. concluded a security agreement in 2023 that has led to some showing of the

flag and naval visits, but no extensive military exercises. '

“The big cooperative project between the U.K. and Japan right now is the Royal Navy carrier

group visit to Japan, says Dr. James Brown, a British political scientist at Temple University in

14 “Individually Tailored Partnership Programme between NATO and Japan for 2023 —2026,” NATO, July 12, 2023,
https://www.nato.int/cps/en/natohg/official texts 217797.htm; Tanaka, Ryosuke, “Benefits and challenges of Japan-NATO cooperation: grand
strategic, strategic, and practical level of analysis,” Real Instituto Elcano, December 22, 2023,
https://www.realinstitutoelcano.org/en/analyses/benefits-and-challenges-of-japan-nato-cooperation-grand-strategic-strategic-and-practical-level-
of-analysis/.

15 “Japan and NATO: Pursuing Diverse ITTP-Based Cooperation,” Kizuna, August 23, 2024,
https://www.japan.go.jp/kizuna/2024/08/japan_and_nato.html.

16 <A greement between the United Kingdom of Great Britain and Northern Ireland and Japan concerning the Facilitation of Reciprocal Access
and Cooperation between the Self Defense Forces of Japan and the Armed Forces of the United Kingdom of Great Britain and Northern Ireland,”
January 11, 2023,

https://assets.publishing.service.gov.uk/media/654a5dede70413000£fc4986/TS_38.2023 UK _Japan_ Agreement Facilitation Reciprocal Access
_Self Defense Forces and Armed Forces.pdf.
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Tokyo. “It’s great. Fantastic photos and all the rest of it. Does it really change that much? If you
have a major security crisis in East Asia, can Britain become militarily involved? I don't think so.
So maybe the kind of unsexy supply chain stuff is really where the focus should be rather than

carrier groups,” says Brown.

“I don’t expect more operational efforts with Europe in the Indo-Pacific,” says Ryosuke Tanaka, a
European defense analyst at NIDS. Tanaka says some defense co-production is possible, including
current efforts like the Patria ground support vehicle with Finland and a joint strike missile with

Norway, but that future programs really depend on what happens with the United States.

Cooperative Production

“Japan needs to increase its defense industrial base, not for export but for co-production” says
Tanaka. He notes that Japanese industry, with strong government encouragement, is now looking
for opportunities to join the global defense industrial base. Prior to April 2014 Japanese
government policy effectively prohibited most defense exports. In the ensuing years, little progress
has been made in selling Japanese defense equipment or components outside the Japan Ministry
of Defense (MOD) market. Moreover, although such export controls have been loosened, Tanaka
says the export of certain systems like GCAP would be opposed by Komeito, the junior partner in

the current LDP led governing coalition.

Yamazoe of NIDS says cooperation between the U.K. and Nordic countries is strong and could be
a bridge to Holland, France and Germany. He notes that the EU has alternatives given its 30
countries. Even if the U.S. reduces its commitment, Europe has great capacity to expand
eventually. Japan has no other allies. “We’re really not thinking of alternatives. The alternative
right now is “better management of the U.S. relationship,” says Yamazoe noting that Japan can’t

rely on the U.K. and Australia to substitute for the U.S.

The Acquisition, Technology & Logistics Agency (ATLA) within MOD handles project
management, research and development, and procurement of defense equipment for the JSDF. The
agency is engaged in a few joint research programs, including a $20 million effort with France to

research mine countermeasures using unmanned vehicles and sonar. However, it is still
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underdeveloped in terms of large-scale international cooperative efforts. “Cooperative programs
are natural for Europe, not for Japan,” says an ATLA official, noting that Europe has many
specialists versed in international cooperative programs, partly because of the number of European

students who have experience abroad.

Still, many in Europe do see Japan as a potential partner for technology development, especially
in manufacturing. Nagy points to the production of legacy munitions as one area where co-
production can ramp up, noting work at the United States Studies Center at the University of

Sydney calling for inserting legacy munitions production in a third pillar of AUKUS."

Nagy and others say Japan and Europe should increase cooperation in the disinformation space,
either within the context of NATO or the EU. Chinese information operations, enabled by Al, are
becoming ever more sophisticated and aim to delegitimize the U.S. military presence on Okinawa
and that Okinawa is historically part of Japan. At the Tokyo Global Dialogue this past January Dr.
Jean-Christophe Boucher of Calgary University outlined the extent to which China and Russia are
coordinating on disinformation. “There used to be a feeling in Japan that there's little
disinformation in Japan, that the language is too complicated, and the culture is too complicated.
The presentation showed how much these two partners are working with each other to

fundamentally destabilize places,” says Nagy.!

Japan has participated in exercises at the NATO Cybersecurity Center in Tallin, Estonia and plans
to increase such joint endeavors, Japanese officials say. It is also actively working with potential
allies to diversify its rare earth supply chain and reduce its reliance on China, which currently
dominates close to 90% of global production and has once again restricted exports to Japan and
Europe. Japanese efforts include investments in overseas mining and refining projects in Australia

and France, as well as domestic seabed deposits and cooperative recycling efforts.

Dual Use

17 Corben, Tom; Greenwalt, William, “AUKUS enablers? Assessing defence trade control reforms in Australia and the United States,” United
States Studies Centre, Accessed August 2025, https://www.ussc.edu.au/aukus-assessing-defence-trade-control-reforms-in-australia-and-the-
united-states.

18 “The 6th Tokyo Global Dialogue”, Japan Institute of International Affairs, Accessed August 2025, https://www.jiia.or.jp/TGD/tgd6/en/.
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Events in Ukraine and Israeli operations against Hezbollah have shown that traditional boundaries
between military and commercial applications are rapidly diminishing. Japanese firms are well
positioned to capitalize on the blurring of these boundaries. However, most Japanese private-sector
companies, especially in the tech sector, lack awareness of which technologies could potentially

have military applications.

At the same time, the Ministry of Defense (MOD) does not have a great understanding of what
technologies exist in Japan, says Professor Michito Tsuruoka, Deputy Director of the Keio
University Center for Strategy and a former advisor for NATO at the Japanese Foreign Ministry.
“The relationship on a daily basis between MOD and various companies, including startups, has
been very weak,” says Tsuruoka, noting that MOD is trying to expand its relationships with the
wider business community, especially the tech sector, and recently established a communication

hub in Shibuya, home to many Japanese startups.

Various groups have been established to try and link Japanese companies, many of which have not
traditionally been defense suppliers, that have leading-edge technology developed for commercial

purposes but with defense applications. For example, the International Security Industry Council

of Japan (ISIC Japan) promotes industry collaboration to assist global defense companies in

finding supply chain and development partners in Japan.

Moreover, Japanese defense contractors have been reluctant to invest in expanding production
given the lack of demand. Even Mitsubishi Heavy Industries, Japan’s largest defense contractor
only receives around 30% of its revenue from defense, says Tsuruoka, although increased global

defense spending is beginning to change firms’ willingness to invest.

Divergent Threats & Capabilities

Europe and Japan are in a fundamentally different position. “For Europe there is a plan B given
the size of its population, GDP, and arms industry, and whilst its difficult politically and
economically, there is a plan for strategic autonomy.” says Brown. “Macron has been talking about
it for years, so yes, if Europe gets its act together, I think there is a viable plan B to lessen its

dependence on the United States.”
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Japan is in a much more difficult situation given its size, more problematic ties with its neighbors,
and most of all, its main potential adversary. The most immediate threat facing Europe is Russia,
a declining power whose relative position has arguably further worsened from the time when the
late Sen. John McCain called it “a gas station masquerading as a country.” Not only is Japan faced
with an ever more powerful China, both militarily and economically, it still must contend with

North Korea and even Russia."’

Japan has been derisking from China for a long time by trying to reduce its economic vulnerability,
but doing it in such a way that doesn't make the situation worse by provoking Beijing, says Brown.
And given Japan’s still extensive economic ties with China, any real decoupling is unlikely in the
foreseeable future. “There are still 25,000 or 30,000 small and medium sized Japanese enterprises
in China so you can't decouple,” says Nagy. “But you can decenter the region and pull the

economic gravity to other areas.

Decenter the Region

One area of potential cooperation between Europe and Japan would be the Indian Ocean.

“I think that this is a fascinating way to be thinking about complementing Europe and Japan's
cooperation,” Nagy says. “Maybe Europe works more on the West Indian Ocean and Japan the
East Indian Ocean and southeast Asia. It’s burden-sharing where you're doing infrastructure,

connectivity and building a shared strategic framework.”

Japan has sought more extensive ties with India, including on security cooperation. The two
nations, who are already members of the Quadrilateral partnership (QUAD) with the United States
and Australia, are concerned by China’s increasing assertiveness across the Indo-Pacific. A long
simmering territorial dispute between China and India has sparked deadly clashes along their
shared border, while Chinese support for Pakistan in its deadly clashes with India along their

border have led the Indian government to strengthen ties with Tokyo.

19 Everett, Burgess, “McCain: Russia is a 'gas station',” Politico, March 26, 2014, https://www.politico.com/story/2014/03/john-mccain-russia-
yas-station-105061.
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On May 6 the two countries signed a wide-ranging agreement to set up a new defense cooperation
consultation body. India reportedly requested Japanese help in developing jet and tank engines,
while Japan broached the possibility of India participating in GCAP, the joint development of a
next-generation fighter jet currently being pursued with Britain and Italy, Kyodo News reported
late last month, citing unidentified government sources. Meanwhile, Japan has shipped its

UNICORN stealth antenna system to India.?

China and the U.S.

President Trump’s words and actions have raised justifiable alarms in the halls of Kasumigaseki,
Japan’s government sector. “Liberation Day” tariffs in particular are an ongoing issue in U.S.-

Japan relations.

Yet, U.S.-Japan security ties have not diminished in any discernible way, including at the
operational level. Fear of China, of course, remains the glue that binds the U.S.-Japan security
relationship, a mutual distrust shared by Tokyo and Washington that currently transcends the up

and down nature of White House tweets.

Unlike Europe, which is rapidly hedging against a reduced U.S. commitment to its security, Japan
seemingly is seeking a tighter embrace from Washington, an embrace that the Trump
administration seems to support. In March, the Pentagon announced it was upgrading its military
command structure in Japan to a joint force headquarters, with expanded operational

responsibilities that would enhance its partnership with Japan.?!

The move is intended to enhance cooperation on various fronts, including cybersecurity,
intelligence, surveillance, and reconnaissance, as well as joint exercises and training. The two

countries are also exploring new areas for defense industrial cooperation, including expanding

20 «“Japan Invites India To 6th-Gen GCAP Fighter Program, Kyodo News Agency Claims; Will Delhi ‘Bite The Bullet?,” Eurasia Times, May 3,
2025, https://www.eurasiantimes.com/japan-invites-india-to-6th-gen-fcas-fighter-program/.

2l Olay, Matthew, “Defense Secretary Announces U.S. Forces Japan's Upgrade to Joint Force Command,” U.S. Department of Defense, March 30,
2025, https://www.defense.gov/News/News-Stories/Article/Article/4139213/defense-secretary-announces-us-forces-japans-upgrade-to-joint-
force-command/.
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joint missile production of air-to-air AMRAAM missiles and possible production of SM-6 surface-

to-air defense missiles to help ease a shortage of munitions.??

Carefully managing relations with the United States is central to Japan’s dealings with Europe. At
the recent Shangri-La Dialogue, Asia’s preeminent defense summit, U.S. Secretary of Defense
Pete Hegseth downplayed Europe playing a larger role in the Indo-Pacific and should focus on its
own backyard. “We would much prefer that the overwhelming balance of European investment be

on that continent,” he said in response to a question about Europe.?’

Hegseth’s comments reflect the views of many in the Trump administration who want Europe to
take the lead in defending its own continent so that the U.S. can focus on what it perceives to be a
greater threat, namely China. Led by Undersecretary of Defense for Policy Eldridge Colby, these
officials have called for a reduction in U.S. support for Ukraine and a shift in U.S. resources to the

Indo-Pacific, including Taiwan.**

Europe and China

Still, even with the shift in emphasis, Trump administration officials have continued to push
Europe and European militaries to play a role in helping to deter China. Beijing, in turn, has made
known its opposition to NATO extending its presence in Asia and has pushed back at efforts to

open representative offices in the region, including Japan.

“There is something to be said for the fact that China calculates the possibility and does not
appreciate the presence of other countries on occasion,” Hegseth said. “If that is reflected in their

calculus, then that’s useful.”

The fact that the Trump administration seemingly supports European efforts to confront China

could provide an opening for more Japanese-European cooperation, both at the economic and

22 Kelly, Tim, “Pentagon's Hegseth says US command in 'warrior' Japan being upgraded to deter China,” Reuters, March 30, 2025,
https://www.reuters.com/world/us/pentagon-chief-hegseth-says-warrior-japan-indispensable-deter-china-2025-03-30/.

2 Robertson, Noah, “Europeans map out Pacific aims as some in US want them to stay home,” Defense News, June 3, 2025,
https://www.defensenews.com/pentagon/2025/06/03/europeans-map-out-pacific-aims-as-some-in-us-want-them-to-stay-home.

24 DerSimonian, Artin; Park, James, “Elbridge Colby is Right: Europe Should Focus on Europe,” The American Conservative, May 16, 2025,
https://www.theamericanconservative.com/elbridge-colby-is-right-europe-should-focus-on-europe/.
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military level. And while the Japanese public doubts the U.S. will continue to protect Japan, two-
thirds of Japanese respondents in a recent Asahi News poll disagreed with the notion that Japan

should shift its diplomatic priority to Asian countries, including China.?

Treading Lightly

For the immediate future, the United States will continue to be central to Japanese security. And
even if the Japanese public doubts the U.S. commitment to Japanese security and wants to see
Japan reduce its reliance on Washington, Tokyo’s national security establishment remains firmly

tethered to the U.S.-Japan relationship.

“The U.S. commitment to Japan is indispensable,” says Keiichi Ichikawa, Assistant Chief Cabinet
Secretary and Deputy National Security Adviser. “No one can replace the United States.” Ichikawa
says allies like Japan and Europe need to do more, and that Japan has welcomed European
countries and NATO to play a greater role in Asia, especially in the areas of maritime security,

cybersecurity, and countering disinformation.

Most say Japan needs to tread lightly and not do anything that could trigger the ever-mercurial
resident of the White House. While they agree that Japan needs to hedge or de-risk from its
overwhelming security dependence on the United States, many say if it is too forceful in looking

for other options, it might then encourage the narrative of abandonment by the United States.

“It's because they're worried about it if you start talking too aggressively about other options,
concrete projects of cooperation with Europe, for instance, then you might be actually encouraging
what you don't want to happen. So in terms of concrete things, no, I don't really see very much,”

says Brown, who says that such caution is part of the reason so little movement has occurred.

% Isoda, Kazuaki, “Survey: 77% doubt U.S. will protect Japan in military crisis,” The Asahi Shimbun, April 28, 2025,
https://www.asahi.com/ajw/articles/15733368.
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Such sentiment is widespread within elite circles in Tokyo, many of whom do not view Europe as
a serious security partner. “Japan views Europe as fragile and weak but it isn't as fragile as some
think,” says Atsuko Higashino, a professor in the Faculty of International Studies at the University
of Tsukuba. Higashino says the geo-political upheavals of the past year should push Japan to seek
other partnerships, not to replace the U.S., but to supplement it. Such cooperation needs to go

beyond talks, workshops and seminars, and show tangible results, she says.

Such partnerships also require a change in mindset, a change that will push many in Tokyo outside
their comfort zone. Japan is used to working with the United States. They're not used to working
with others. When working with the U.S., Japan is clearly the junior partner. That can be
frustrating, but it has advantages. You know who the leader is. When working with European

countries it’s much more a partnership of equals that might not be necessarily easier, says Brown.

Intelligence and Cybersecurity Cooperation

Many Japanese security experts say Japan must improve its cyber capabilities, and that cooperative

programs need to be explored further, particularly as they relate to China and Russia.

Chinese cyber operations are transitioning from economic espionage to strategic objectives and
increasingly are embedded within critical infrastructure. The Salt Typhoon and Volt Typhoon
operations infiltrated telecommunications systems, infrastructure, and major utilities which

experts say were a trial run to prepare for a future attack on Taiwan.?®

Various proposals have been put forth regarding cooperation between Japan and other countries,
including European nations, on cybersecurity. The Quadrilateral Security Dialogue (QUAD)
security partnership between Australia, India, Japan, and the United States has cooperated on the

development of common software security standards and information sharing among its members.

26 Matsubara, Mihoko, Why Japan and the US Need Cyber and Data Security Cooperation for Their Economic Security,” Sasakawa Peace
Foundation USA, January 12, 2023, https://spfusa.org/publications/why-japan-and-the-us-need-cyber-and-data-security-cooperation-for-their-
economic-security/; “Major Incidents Exposing Japan’s Cybersecurity Gaps,” Hoplon Infosec, Accessed August 2025,
https://hoploninfosec.com/japans-cybersecurity-challenges.
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But the actual progress on these initiatives remains to be seen, as no concrete implementation has

yet to be undertaken.?’

Japan has long been a laggard in cybersecurity, leading potential partners to be wary of establishing
extensive ties with Tokyo. Cyber and intelligence remain a problem. “Japan is not ready for Five

Eyes nor are they ready to have Japan,” says Higashino.

Brown says Japan is getting better, albeit from a very low bar. “They couldn't get much worse, |
suppose,” says Brown, who recently authored a book on Russian and Japanese intelligence. “They
were dreadful, but I think they are becoming better.” Brown notes that Japan continues to be well
down the comparative country list of cyber capabilities, pointing to the difficulty of recruiting

cyber experts to work for the public sector.

In addition, culture norms unique to Japan work against stricter intelligence security, says Brown.
“It’s very hard for people to say no to their former bosses. You have your former boss, who's now
left the Self Defense Forces and is an independent consultant. They ask their former office for a
report that should not be shared, but there is still a feeling that I can’t say no to my Sempai,” he
says. In addition, the Japanese practice of sharing information very widely, laying the groundwork,
and making sure everyone is on board before a decision is made works against keeping sensitive

information under wraps.

“Why would the Five Eyes allow in a leaky member that has little to bring to the table?” says

Brown.

Free Trade

Some argue that Japan and Europe should focus on maintaining the norms that have undergird the
post-war order, particularly cooperating on economic security and a commitment to maintaining

free trade. When Trump pulled the United States out of the Trans Pacific Partnership (TPP), Japan

%7 Fabiana, Diletta, “Cyber Security through the QUAD,” Sasakawa Peace Foundation, Accessed August 2025,
https://www.spf.org/iina/en/articles/diletta_01.html.



https://www.spf.org/iina/en/articles/diletta_01.html

Europe and Japan, a New National Security Calculus? 21

was instrumental in forming the Comprehensive and Progressive Agreement for Trans-Pacific

Partnership (CPTPP), TPP’s successor minus the United States.

More recently it concluded the 2019 Economic Partnership Agreement (EPA) with the European
Union, supplemented by a 2023 agreement on digital services. The EPA or Japan-EU Free Trade
Agreement, JEFTA is the EU's largest bilateral free trade agreement, covering 30 percent of the

world's gross domestic product and 40 percent of global trade.?8

Obstacles

One obstacle facing increased defense cooperation is entrenched mindsets. “Japanese think that
because we are a peaceful country, Japan is at peace,” says Dr. Takako Hikotani, a political scientist
at Tokyo University. Hikotani and others say Japan has been able to avoid having a serious public
debate about national security issues for too long and blame Japan’s political leadership for not

confronting the public with such questions, largely out of political expediency.

“Japanese leaders missed opportunities to educate the public about security issues,” says
Masakatsu Ota, a senior editorial writer at Kyodo News and author of ten books on nuclear and
security issues. Ota says part of the reason stemmed from an unwillingness to address difficult,
often contentious political issues. But part was because of a general lack of understanding of such
matters. “Japan is still largely frozen in time. It’s not healthy and it’s not sustainable,” he says,
noting that factional and philosophical divisions in the LDP make it more difficult to educate the

public.

Europe also has a perception problem. “I think Japan has an increasingly smaller presence in in
the European mind,” says Nagy of ICU. “The economy is relatively stagnant, it’s losing its
competitiveness because of aging, and unfortunately, we haven't had a leader since Prime Minister

Abe that has the vision and senior statesmanship to go and explain what's happening in the region.”

28 “EU-Japan Economic Partnership Agreement,” European Commission, October 28, 2023, https:/policy.trade.ec.europa.eu/eu-trade-
relationships-country-and-region/countries-and-regions/japan/eu-japan-agreement_en.



https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/japan/eu-japan-agreement_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/japan/eu-japan-agreement_en

22  Mr. Robert Tomkin

Yet, even if perceptions change on both sides, there are real impediments to increased cooperation
that need to be addressed. Japan’s low birthrate is well known, an ongoing problem that has

contributed to the Japanese military only reaching 50% of its recruiting goal last year.?’

In addition, there has been a cultural change in terms of young people’s unwillingness to enter the
government. “One of Japan’s bottlenecks is that increasingly young people are not going into the

Ministry of Foreign Affairs and Defense so where are they going to get these thinkers,” says Nagy.

On a practical level, Japan continues to have a significant skills gap in the cybersecurity sector,
both in terms of the quantity and quality of its personnel. The Japanese government and industry
have tried to address the problem through scholarships and fast-track certification programs. Al
will also help alleviate the shortages in manpower. But the gap with China and Russia is likely to

continue to grow.

The problem is not confined to Japan. Europe also suffers from a lack of cybersecurity experts,
says Inés Arco Escriche, an analyst at the Barcelona Centre for International Affairs. Escriche and

others say Europe needs 300,000 more experts to bring it up to speed with its adversaries.*

Financing is another problem. The current LDP-led government has been reluctant to pay for
increased defense spending through higher taxes, while a weak yen further erodes the

government’s purchasing power.>!

Consequently, many say Japan should explore new financing schemes similar to those now being
considered by Europe. Japan, however, lacks the size and breadth of the European market needed
to support such plans, while Japan’s already high debt levels are likely to deter potential investors,

as evidenced by recent underwhelming Japanese bond auctions.

2 Nagatomi, Shinnosuke, “Japan Self-Defense Forces miss recruitment goal by half.” Nikkei Asia, July 9, 2024,
https://asia.nikkei.com/Politics/Defense/Japan-Self-Defense-Forces-miss-recruitment-goal-by-half.

3 Loohuis, Kim, “Europe leads shift from cyber security *headcount gap’ to skills-based hiring,” Computer Weekly, May 7, 2025,
https://www.computerweekly.com/news/366623542/Europe-leads-shift-from-cyber-security-headcount-gap-to-skills-based-hiring.

3! Dominguez, Gabriel, “Japan defense spending goals hit by inflation, weak yen and political uncertainty,” The Japan Times, December 29, 2024,
https://www.japantimes.co.jp/news/2024/12/29/japan/japan-defense-spending-inflation/.
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Moreover, U.S. demands that Tokyo further raise defense spending are likely to be met with
growing opposition from an already shaky LDP-led coalition government. In late June, the
Financial Times reported that Japan was cancelling a “two-plus-two” meeting between the two top
diplomatic and defense officials in each country after Colby, the Pentagon’s No. 3 official,
requested that Tokyo increase defense spending to 3.5% of GDP. Japanese Defense Minister Gen
Nakatani and Foreign Minister Takeshi Iwaya had been scheduled to meet U.S. Secretary of State
Marco Rubio and Defense Secretary Pete Hegseth in Washington on July 1.3

Conclusion

e The onset of the second Trump administration has spurred a change in America’s allies’
approach to their national security, particularly in Europe which now sees it must

dramatically enhance its own capabilities.

e Europe has started down the road of lessening its dependence on the United States but
needs to first focus on developing its production capacity and capabilities in its own

backyard.

e For the foreseeable future, Japan has no choice but to rely on the United States. Europe
cannot replace America. While Tokyo can begin to hedge or reduce its dependence on the

U.S., it should do so gradually and with the tacit support of Washington.

e Japan needs to make itself a more attractive partner by playing up its strengths (advanced
manufacturing, technological development) but also by addressing its weaknesses

(cybersecurity and trust).

e Both Europe and Japan need to change their mindset and view one another as more
legitimate security partners, including acting to uphold the rules-based international order

and free trade.

33 Sevastopulo, Demetri, “Japan scraps US meeting after Washington demands more defence spending,” The Financial Times, June 202, 2025,
https://www.ft.com/content/53f646¢7-b4e7-4bf4-8d5d-7142b4460080.
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e NATO will not play much of a direct operational role in the Indo-Pacific. Direct military
cooperation, while needed, is both more difficult to achieve and more likely to elicit
blowback, both from China and possibly the U.S. if it detracts from European countries

assuming the lead role in providing for security in Europe.

e FEuropean NATO member countries can begin to look at the Indo-Pacific for potential

defense industrial partners, especially in dual-use technologies and manufacturing.

e Even with a more problematic Trump-led United States, there is little appetite to move

closer to China, both among the Japanese public and within elite circles.

e In the short and even medium term, Japan will try to form an even closer embrace with the
United States, while possibly supplementing the U.S.-Japan security relationship with

European allies. The long term is unclear, especially given that China is not going away.

Robert Tomkin wrote in his personal capacity. The views and interpretations expressed by the

author are solely his own.
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