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http://www.meti.go.jp/press/2017/09/20170927004/20170927004.html
http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000132.html
https://www.olympic.org/pyeongchang-2018
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Introduction 

Background 
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Real World Hacking Activities Referred to in TTX 

TTX Objectives 

TTX Structure 
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Team Composition 

 

Figure 1. Operation Rugby Daemon Room Layout. 
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Game Play 

Game Sequence 

Scenario Background and Timeline 

Figure 2. Cyber TTX Game Flow & Products. 
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Power Grid Attack 

Power Grid Attack—First Move  

Power Grid Attack—Second Move 
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Power Grid Attack—Outcome 

 

DDoS on RWC Web Site and Related URLs 

DDoS Attack--First Move 
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DDoS Attack—Second Move 
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DDoS Attacks—End State 

Summary of Responses and Consequences 

Overview 
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Team Activities and Assessment of Game Play 

Game Lessons Learned 

 

 



Operation Rugby Daemon    13 

 

 

 

 

 

 

 

 

Recommendations 



14    LIN WELLS II 

 

 

 

 

  

http://www.meti.go.jp/press/2017/09/20170927004/20170927004.html
http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000132.html
https://www.olympic.org/pyeongchang-2018


Operation Rugby Daemon    15 

Appendix One—Glossary of Terms 

http://whatis.techtarget.com/definition/Anonymous
https://www.cyber.nj.gov/threat-profiles/trojan-variants/blackenergy
https://blog.malwarebytes.com/cybercrime/2015/02/the-facts-about-botnets/
http://searchnetworking.techtarget.com/definition/master-slave
http://searchsecurity.techtarget.com/feature/Command-and-control-servers-The-puppet-masters-that-govern-malware
http://searchsecurity.techtarget.com/feature/Command-and-control-servers-The-puppet-masters-that-govern-malware
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http://searchnetworking.techtarget.com/definition/connection
https://www.paloaltonetworks.com/cyberpedia/what-is-a-denial-of-service-attack-dos
https://www.webopedia.com/TERM/D/DDoS_attack.html
file:///C:/Users/clee/My%20Tresors/Intern%20documents/Documents%20to%20format/
http://www.networksolutions.com/support/what-is-a-domain-name-server-dns-and-how-does-it-work/
http://www.networksolutions.com/support/what-is-a-domain-name-server-dns-and-how-does-it-work/
https://blog.radware.com/security/2016/12/dns-reflective-attacks/
https://matt.ucc.asn.au/dropbear/dropbear.html
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http://searchmicroservices.techtarget.com/definition/session
http://whatis.techtarget.com/definition/endpoint-device
http://whatis.techtarget.com/definition/endpoint-device
http://whatis.techtarget.com/definition/firmware
http://whatis.techtarget.com/definition/Gbps-billions-of-bits-per-second
https://www.juniper.net/documentation/en_US/junos/topics/concept/gre-tunnel-services.html
http://searchenterprisewan.techtarget.com/definition/Generic-routing-encapsulation-GRE
http://searchsqlserver.techtarget.com/definition/hashing
https://www.trendmicro.com/vinfo/us/security/definition/industrial-control-system
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https://www.nationalisacs.org/about-isacs
https://whatismyipaddress.com/ip-address
https://whatismyipaddress.com/ip-address
http://www.dictionary.com/browse/internet-of-things
http://searchwindevelopment.techtarget.com/definition/ISP
https://www.jpcert.or.jp/english/about/index.html
http://searchnetworking.techtarget.com/definition/local-area-network-LAN
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http://www.latimes.com/nation/la-fg-lazarus-group-20170518-story.html
http://www.latimes.com/nation/la-fg-lazarus-group-20170518-story.html
http://searchsecurity.techtarget.com/definition/malware
http://www.meti.go.jp/english/aboutmeti/data/meti_mission.html
http://www.soumu.go.jp/english/soumu/index.html
http://searchsecurity.techtarget.com/definition/botnet
http://www.mod.go.jp/e/index.html
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https://fas.org/irp/world/japan/npa.htm
https://www.nsa.gov/about/mission-strategy/
http://searchnetworking.techtarget.com/definition/packet
http://searchsecurity.techtarget.com/definition/payload
http://www.dictionary.com/browse/phishing
http://www.machinedesign.com/engineering-essentials/engineering-essentials-what-programmable-logic-controller
http://www.machinedesign.com/engineering-essentials/engineering-essentials-what-programmable-logic-controller
http://searchnetworking.techtarget.com/definition/router
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http://searchsecurity.techtarget.com/definition/Secure-Shell
http://www.usconverters.com/index.php?main_page=page&id=70&chapter=0
https://inductiveautomation.com/what-is-scada
http://www.dictionary.com/
http://searchnetworking.techtarget.com/definition/TCP-IP
https://www.fema.gov/media-library-data/20130726-1914-25045-8890/hseep_apr13_.pdf
http://searchnetworking.techtarget.com/definition/URL
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http://www.stratcom.mil/Media/Factsheets/Factsheet-View/Article/960492/us-cyber-command-uscybercom/
https://www.whitehouse.gov/the-press-office/2017/08/18/statement-donald-j-trump-elevation-cyber-command
https://www.whitehouse.gov/the-press-office/2017/08/18/statement-donald-j-trump-elevation-cyber-command
http://searchwindevelopment.techtarget.com/definition/Visual-Basic
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Appendix Two—Inject Details 
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Appendix Three—Answer Templates 

Round 1 Answer Template 

 

 

 

 

 

 

 

 

 

 

 

 


