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Executive Summary

The Sasakawa Peace Foundation, USA sponsored a Desktop Exercise (also termed
Tabletop Exercise or TTX) called “Operation Rugby Daemon” in Tokyo on 5 October
2017 in conjunction with the Cyber3 Conference that was held at Keio University. The
TTX focused on the Rugby World Cup (RWC) that will be held in Japan between
September and November 2019. The goal was to help Japanese government, business, and
other representatives understand some of the cyber threats to information flows and critical
infrastructures that Japan might face during the Cup, and how to respond to them better.
Since similar threats may be involved in Tokyo’s 2020 Olympic and Paralympic Games,
the TTX also was designed to contribute to readiness for these.

The TTX involved three different types of simulated cyberattacks that were played
out between the opening match on 20 September 2019 and the closing event on 2
November 2019. The attacks were: (1) phishing e-mails to gain access to critical industrial
control systems, (2) disruption of the power grid based on network access gained from these
e-mails, and (3) distributed denial of service (DDoS) attacks against the RWC website and
related internet addresses.” Four teams, made up of Japanese participants from diverse

public and private organizations, were given clues through two “injects” at 90-minute

! See Appendix 1 for a glossary of terms.
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intervals that addressed events on 20 September and 21 October 2019. 'The information
came from both domestic and foreign sources. With aggressive, integrated responses, and
broad information sharing, the teams could discover the sources of the attacks, and prevent
serious consequences. The best teams performed well, but to the extent that a team’s

responses fell short, greater damage was inflicted.

Japan has many good cybersecurity policies in place, but the TTX gameplay
emphasized that high-level policies need to be supported by eftective procedures if major
national security cyber events are to be addressed effectively. It also showed how hard this
is. Effective cyber defense requires that responsible parties cut across regulatory
jurisdictions—decision makers and key players need to be able to reach each other quickly
and be agile enough to respond in real time. 'This requires “an integrated team of responders
who have practiced together and who are familiar with each other’s roles and
responsibilities.” Some of the shortfalls in Japan’s current policies and procedures revealed
by the T'TX represent serious issues that policy makers and practitioners need to address
sooner rather than later, given the timing for both the actual RWC and the Olympics.
Effective responses demand both enabling structures and practical experience. The biggest
enemy in countering real world cyberattacks is time, and repeated practice is essential to
accelerate reactions. The event also provided tactical lessons that can make future TTXs
more effective, such as assembling teams earlier, training facilitators, and allowing the

players more time to familiarize themselves with the scenarios before the TTX starts.

The “Operation Rugby Daemon” TTX provided useful insights on several levels
that can be refined in future sessions and extended to broader audiences to improve Japan’s
cyber readiness. Continued development of an effective public-private-international

response mechanism will be essential to meet Japan’s cybersecurity challenges.
Key Recommendations:

e Develop a series of TTXs, both to broaden awareness of the cyber challenges
associated with the RWC and the Olympics/Paralympics and to develop a cadre
of experienced game veterans who can contribute to effective responses in real-
world environments.

e  Link this T'TX series to other training opportunities, such as the U.S.-Japan ICS
(Industrial Control System) Cybersecurity Joint Training that was held in

2 Richard H. Ledgett Jr., “Preparing for Cyber Attacks on Japan,” (opinion piece, 2017).
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September® and activities conducted under the “Japan-ASEAN Cyber Security
Cooperation Hub.”*

e Consider the establishment of a standing task force to refine procedures and
enhance training opportunities.

e  Examine ways to learn from preparations for, and actions during, the 2018 Winter
Olympics at Pyeongchang, South Korea.® These are scheduled for 9-25 February
2018.

SHAFD THAN—tF 2 )T 1« OHKHEFEEY ) 2L X L,”/z News Releases, Ministry of
Economy, Trade, and Industry, released September 27, 2017,
http://www.meti.go.jp/press/2017/09/20170927004/20170927004.html.

4+ ASEAN [ A 38—t F 2. U 7 ¢ {EE DA, News, Ministry of Internal Affairs and Communications,
released October 23", 2017, http://www.soumu.go.jp/menu news/s-news/01ryutsu03 02000132.html.

5 “Pyeongchang 2018,” Olympic.org, https://www.olympic.org/pveongchang-2018.



http://www.meti.go.jp/press/2017/09/20170927004/20170927004.html
http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000132.html
https://www.olympic.org/pyeongchang-2018

4 LNWELLS I

Introduction

Sasakawa USA sponsored a Desktop Exercise (also termed Tabletop Exercise—TTX)
called “Operation Rugby Daemon” in Tokyo on 5 October 2017 in conjunction with the
Cyber3 Conference that was held at Keio University. The T'TX focused on the Rugby
World Cup (RWC) that will be held in Japan between September and November 2019.
'The goal was to help Japanese government, business, and other representatives understand
some of the cyber threats to information flows and critical infrastructures that Japan might
face during the Cup, and how to respond to them better. Since similar threats may be
involved in Tokyo’s 2020 Olympic and Paralympic Games, the T'TX also was designed to

contribute to readiness for these.

Background

The RWC is rugby's centerpiece event,® held every four years. It is the third largest sports
event in the world after the Summer Olympics and the Football World Cup. The 2015
RWC in England shattered tournament attendance records, with over 2.47 million tickets
sold for the six-week event, in addition to an official “fan zone” attendance of more than a
million. Japan will host the 2019 RWC.

In Japan, the matches will extend over seven weeks and involve 20 teams and 48 matches
at 12 venues nationwide. The opening match will be on 20 September 2019 (Friday) at
Tokyo Stadium, with the final match on 2 November 2019 (Saturday) at Yokohama
Stadium. RWC fans are expected to spend $2.5 billion in Japan. The final in Yokohama
will take place in a stadium holding 72,000 people, and more than half of the fans are likely
to be foreign nationals. The games will be broadcast around the world and streamed live

via an NHK website.

The RWC organizers are cooperating with the Tokyo Olympic and Paralympic Committee
to maximize the value of lessons learned during the Cup.’

¢ “Tournament General Information,” Tournament Overview, Rugby World Cup,
http://www.rugbyworldcup.com/tournament-overview and “RWC 2019 Match Venues,” Venues, Rugby
World Cup, www.rugbyworldcup.com/venues.

7 Andrew McKirdy, “Japan’s Olympics and Rugby World Cup organizers pledge cooperation to ensure
successful sporting events,” The Japan Times, April 26, 2017,
https://www.japantimes.co.jp/news/2017/04/26/national/japans-olympics-rugby-world-cup-organizers-pledge-

cooperation-ensure-successful-sporting-events/#.WZi_9xIr]7c.
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Real World Hacking Activities Referred to in TTX

Three specific types of cyberattack were chosen for use in the TTX: (1) e-mail carrying
malicious payloads delivered through social engineering approaches such as phishing, (2)
attacks from these payloads against industrial control systems (ICS) and Supervisory
Control and Data Acquisition (SCADA) systems, and (3) distributed denial-of-service
(DDoS) attacks against websites.

TTX Objectives

Mission: The TTX was designed to examine how various Japanese agencies and firms
coordinate their responses to a major cybersecurity incident based on a series of complex
and multi-faceted incidents related to Japan’s hosting of the 2019 RWC. 'The goal was to
increase Japanese participants’ understanding of the value of integration and agility in
responding to a large-scale cyberattack. To minimize adverse impacts, multiple actors had
to share threat information, work together and respond in real time to attacks as they

emerged.

TTX Structure

Players were assigned to a hypothetical “Rugby World Cup Cyber Task Force,” a
public/private task force (TF) created to handle cyber incidents that could impact the
execution of the RWC. The TF was composed of representatives of government agencies,
infrastructure operators, Internet Service Providers (ISPs) and telecommunications firms,
the RWC organizers, and cybersecurity vendors. The concept was similar to an Information
Sharing and Analysis Center (ISAC) or Information Sharing and Analysis Organization
(ISAQ), but the representatives of specific organizations, such as police, would interact
with their parent organizations directly and organize action. The TF mission was to
respond to any cyber event that might negatively impact the RWC. The TF acted by
reaching out to its partners and asking for help or information or both, sharing analyses
and threat information, and coordinating action. The participants were divided into four

teams, each of which played as though it was acting as the overall TF.
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# Players were assigned to one of four color-coded team. Work together as a team.
* Think about what you would ask Japanese government agencies,
infrastructure operators, telecoms, and security vendors to do to help you
* How could international partners such as NSA help?
+  Fill out the answer template given to your team
*  Prepare afive minute summary of your response to be presented to the

control team

Figure 1. Operation Rugby Daemon Room Layout.

Team Composition

'The four teams formed the heart of the TTX: Yellow, Purple, Blue, and Green. Each was
made up of 8-10 Japanese representatives of the government, business, academia, etc. A
facilitator explained the scenarios, encouraged team actions, and recorded observations. A

control cell provided injects, integrated the team inputs, and evaluated results.
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Game Play
Game Sequence

The game was played in two moves during the afternoon of October 5, 2017, as shown in

the figure below.
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Figure 2. Cyber TTX Game Flow & Products.

Scenario Background and Timeline

The TTX time frame ran from the first rugby game at Tokyo Stadium (20 September 2019)
to the finals at Yokohama Stadium (2 November 2019). This period, from the first move
to the last, was long enough to allow the hackers to penetrate Japan’s energy grid. At the
same time, the DDoS attacks impacted the rugby matches on an ongoing basis. Having
the attacks occur simultaneously was intentional and designed to create a "fog of war." 'The
ambiguity was compounded by spurious game activities, such as political protests by
foreigners in Wakayama, which seemed to relate to the DDoS attacks, but did not affect

the cyber outcomes.

'The attacks and response options are summarized below. Details of the injects that

team members received are in Appendix 2.
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Power Grid Attack
Power Grid Attack—First Move

A group of hackers launched a series of phishing attacks against important infrastructure
companies and officials of the Ministry of Economy, Trade and Industry (METTI).
Attached to the phishing e-mail was a job description in Japanese that contained malicious
code. If opened, the Word document dropped a malicious file onto the disk using Visual
Basic, opening a backdoor connection to the attacker’s server. The payload, once written
to disk and decompressed, had the following hash:

983cfcf3aaaeff1ad82eb70f77088ad6ccedee?7

In the scenario, an employee at the power company clicked on the attachment and
the attackers managed to gain a foothold into the corporate local area network (LAN) at
TEPCO.

Response Options:

The team members hit with the phishing attack were given a series of questions
asking what they would do (see templates for moves 1 and 2 in Appendix 3). They
were given the opportunity share their threat information (to include the hash)
with other victims, the National Police Authority (NPA), or the US Electricity
ISAC. If they shared the hash and the detailed information, the power company
would have been able to identify that it was targeted. If not, the attackers would

proceed to penetrate the power grid, unknown to the company.

Power Grid Attack—Second Move

If the power company was unaware of the attack, the attackers would move into the energy
grid and put their tools in place. The U.S. National Security Agency (NSA) would send
NPA a cable telling them that they detected an encrypted session between a company
endpoint and a Dropbear secure shell (SSH) command and control (C&C) server on the

Internet.

If the players passed the hash around to partners, the power company would have
been on the alert and realized that a SCADA system went down because corrupted
firmware in a Programmable Logic Controller (PLC) allowed the PLC to be hacked. This
would have enabled them to dedicate resources to an ongoing intrusion, and would have
allowed the company to identify malicious code on a control system with this hash (the

same one that was associated with the phishing e-mail):

983cfcf3aaaeff1ad82eb70f77088ad6ccedee?7
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Response Options:

With the above hash and notification of the firmware corruption and the malware,
the players would have had the opportunity to share that with NPA, NSA,
security vendors, and others to see what the malware signified. Sharing the
information would trigger advice on proactive measures to prevent an attack such
as had been experienced by Ukraine.®

Power Grid Attack—Outcome

The end state, if no effective steps were taken in Moves 1 and 2, was that power to the
Yokohama Stadium would go out during the final game. If the players took appropriate
investigative and remedial steps, a small part of the grid would go down, but the power
company would be able to respond quickly and bring in electricity from other sources to

compensate.

DDoS on RWC Web Site and Related URLs

DDoS Attack--First Move
DDoS attacks hit the Prime Minister’s official residence, as well as those of RWC, local

governments, electric power companies, METI, international airports, and the live
information sites of TV stations covering the rugby tournaments. The attack was a DNS
reflection attack involving cheap routers misconfigured to accept queries from anywhere,
combined with botnet slaves sending Generic Routing Encapsulation (GRE) traffic. The
total amount of incoming traffic reached a volume of over 700 gbps. The sites were all
unreachable within minutes of the attack. The power company’s CEO received an email

from the purported attackers with a ransom note, which stated:

“We speak _for whales for whales have no voice. You are complicit in the
Japanese whaling operations in Antarctica. To stop the DDoS attacks on
your network and the other Rugby game targets, you provide to us $500K

in bitcoin.
3J98:1 WpE Z73CNvbviecrnyiWrngRhWNLy

We are legion.”

# On 23 December 2015 hackers were able to compromise information systems of three energy distribution
companies in Ukraine. They temporarily disrupted consumer electricity supplies. This was the first known
successful cyberattack on a power grid.
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'The email header contained a sender IP address owned by Celcom, a large ISP in

Malaysia (owned by Axiata).
Response Options:

'The first step was for NPA and the website vendors to identify the domestic
telecommunications firms providing connectivity to the websites. Then, they
needed to work with a major communications carrier to shut down traffic. The
carrier in turn, needed to reach out to its international partners. If they did so, the
attack could be shut down. If the carrier reached out only domestically, it would
not have been able to get all the sites up (including the power company’s own
site).

The high-profile nature of the attacks generated significant media interest. The
Government of Japan (Go]) players were required to provide a press statement at the end

of each move.

The script called for Malaysian authorities to come back (at some point) and share
intelligence on the IP address. This would tie the IP address to the Lazarus Group.

DDoS Attack—Second Move

The attack repeated itself. This time, though, NSA passed intelligence on the attackers to
the NPA. It appeared to be a group of Russian botnet operators conducting the DDoS

through someone operating out of Malaysia.

The NSA passed the NPA a declassified IP address and noted that it had been

associated with past communications with the Russians.

The NPA also received a tip from an informant close to the North Korean
community living in Osaka that the attackers were part of a campaign by Anonymous to
protest Japanese dolphin culling (This tip was a diversionary tactic by bad actors). The tip
identified the attacker as a bot herder, NAME2, operating in Bangkok with ties to
Anonymous. NAME2 was a well-known bot herder who had made anti-Japanese
statements in the past and was suspected of participating in past attacks on Japan’s airport

websites to protest whaling and dolphin culling.
Response Options:

By reaching out to the Thai authorities, the NPA could confirm that NAME2
had been in jail for three months for operating an illegal botnet. If the NPA
reached out to Malaysian authorities, the IP address would indirectly be linked to
infrastructure used for phishing campaigns as well as other hacking. 'The
Malaysians would provide IP addresses that were part of the infrastructure that
matched those in the Attack #1 phishing campaign.
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The major communications carriercould have mitigated the attacks by working with

overseas telecoms.

DDoS Attacks—End State

The simulated DDoS attacks were mitigated by the cumulative effects of each team’s
previous actions. If effective steps had been taken, the attacks could have been reduced to
minimum impact.

Summary of Responses and Consequences
Overview

Although the attack scenarios involved some technical details, the T'TX teams were not
required to do any technical analysis. However, if they had Googled the file hashes supplied
during the Power Grid Attack (or passed them to the NSA or a vendor), the search results
would have pointed to Lazarus Group malware and Black Energy 2 malware (used to hack
the grid). In addition, the passing of technical data (IP addresses) to partners (NSA, FBI,
Australian Federal Police [AFP], Malaysian authorities, vendors, Electricity ISAC) would
have stimulated more fulsome responses than requests for information (RFIs) that lacked
these key details. There also was a potentially important offer from U.S. Cyber Command
(USCYBERCOM) to take down a key DDoS command and control node which could

have been effective, if acted on.

Itis important to note that the attacks unfolded simultaneously, so the TTX teams
needed to have isolated the events, responded to them, and prioritized their responses. To
do this they had to maintain “situational awareness” amidst the “fog of war.” Prioritization
was hard to simulate since it involved the allocation of limited resources to tackle one task
instead of another. To illustrate how priorities change as information comes in, the TTX
teams were asked to prioritize the attacks according to their significance during the
different moves. There was no right or wrong answer, but it highlighted how priorities

morph over time.

The goal was to create opportunities for the TTX teams to reach out to domestic and
overseas partners with RFIs and intelligence. Everything coming in had a “declassified for
sharing” portion that could be shared with other partners. The goal was to provide the best
results to RFTs that were bundled with intelligence. Failure to coordinate and collaborate
led to greater damage at the end:

1. If the phishing attack data was not shared with partners, the electricity to the
final game on 2 November 2019 would go down.
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2. If the DDoS intelligence was not shared, or the USCYBERCOM offer not
accepted, the Japanese would have missed the opportunity to shut down the
attacks, leading to continued disruption of website access. (This attack also
served as a distraction to the power company while it was being phished.)

3. If the Japanese had worked with the AFP or the local Japanese website
operator to contact the Australian web developers, the developers would have
monitored their networks and caught the hackers before they spread to other
sites maintained by the developers. If they worked with the Malaysians, the
Malaysians would have arrested the hackers.

Team Activities and Assessment of Game Play

Team members were encouraged repeatedly to coordinate fully and react quickly. There
were no right or wrong answers. The intent was to highlight the unique and complicated
structures and interrelationships of Japanese-affiliated organizations, and the need to
pursue integrated, agile approaches.

Team actions varied considerably. The most effective team reached out to
domestic and international partners in a timely fashion, shared information, and drew
appropriate conclusions that led to effective mitigation actions against both the DDoS
attacks and the electric grid disruption, which led to positive end-game outcomes. Another
team was almost as effective. However, other teams fought the scenario, or chose not to
make some key recommendations to higher authorities on the grounds that they questioned
their legality. Some players sought to transmit requests and insights directly up the chain

to lead agencies, instead of sharing horizontally.

It was very important for teams to develop a broad situational awareness of what
was happening, and to understand the complex interrelationships among the Japanese and
foreign organizations. This was more important than trying to take a “deep dive” into each

event.

Game Lessons Learned

. Facilitators are very important for a TTX. They keep the team focused on the
scenario and move the game play along. Facilitators should be identified
early, trained, and encouraged to work closely with the scenario development
team during TTX preparations.

. Teams should deal with scenario facts as presented and not try to fight them.
The TTX scenarios include many important issues without having the teams
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divert their attentions into being “good investigators” to change the facts as
they’d like them to be.
. Teams should focus on operational recommendations to the Cabinet, versus
trying to analyze the legality of the various courses of action. Task forces in
the TTX context are not legal counsel. TF judgements should include:
Is course of action (COA) likely to achieve the desired end state?
Is that end state truly desirable?
Do the risks outweigh the benefits?
Are there better, alternative COAs?
The Cabinet will address legal and policy issues with their legal counsel.

L

. Computer monitors did not work well as information conduits for the teams.
It would have been better to have printed out multiple copies of scenarios and
translated them into Japanese. (This aids comprehension and gets the teams
moving more quickly.)

. It’s important that teams (in both TTXs and real-world situations) develop
comprehensive “Situational Awareness” as events develop—how the
individual pieces fit into a larger picture and the cross-cutting impacts of the
energy-related activities. Understanding timelines also was important as the
scenario evolved, e.g., as the phishing attacks transitioned to power grid
disruptions. This will be true in the face of any massive cyber incident.

. Most of the teams in this T'TX were made up of first time players. The ability
to view complex interactions, understand the value of information sharing,
learn chains of command, and recognize potential partners grew as team
members got more experience. Team members would benefit from the

chance to participate in multiple games.

Recommendations

Japan has many good cybersecurity policies in place, but the TTX gameplay emphasized
that high-level policies need to be supported by effective procedures if major national
security cyber events are to be addressed effectively. It also showed how hard this is.
Effective cyber defense requires that responsible parties cut across regulatory
jurisdictions—decision makers and key players need to be able to reach each other quickly
and be agile enough to respond in real time. 'This requires “an integrated team of responders
who have practiced together and who are familiar with each other’s roles and
responsibilities.” Some of the shortfalls in Japan’s current policies and procedures revealed
by the T'TX represent serious issues that policy makers and practitioners need to address

sooner rather than later, given the timing for both the actual RWC and the Olympics.

? Richard H. Ledgett Jr., OpEd
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Effective responses demand both enabling structures and practical experience. The biggest
enemy in countering real world cyberattacks is time, and repeated practice is essential to
accelerate reactions. 'The event also provided tactical lessons that can make future T'TXs
more effective, such as assembling teams earlier, training facilitators, and allowing the

players more time to familiarize themselves with the scenarios before the TTX starts.
The lessons learned above can be the basis for a series of actions:

. Develop a series of T'TXs, both to broaden awareness of the cyber challenges
associated with the RWC and the Olympics/Paralympics and to develop a
cadre of experienced game veterans who can contribute to effective responses
in real-world environments.

. Link this T'TX series to other training opportunities, such as the U.S.-Japan
ICS (Industrial Control System) Cybersecurity Joint Training that was held
in September,' and activities conducted under the “Japan-ASEAN Cyber
Security Cooperation Hub™"!

. Consider the establishment of a standing task force to refine procedures and
enhance training opportunities.

. Examine ways to learn from preparations for, and actions during, the 2018
Winter Olympics at Pyeongchang, South Korea.!? These are scheduled for 9-
25 February 2018.

WeHAGID THA3—kF 2V 7« OHKHEY | 23 L % L7z, Ministry of Economy, Trade,

and Industry, http://www.meti.go.jp/press/2017/09/20170927004/20170927004.html.
W ASEAN Al A 78— 3 2.V 7 ¢ {3 DZEHE, Ministry of Internal Affairs and Communications,

http://www.soumu.go.jp/menu news/s-news/01ryutsu03 02000132.html.
12 “Pyeongchang 2018,” Olympic.org, https://www.olympic.org/pveongchang-2018.
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Appendix One—Glossary of Terms
AFP: Australian Federal Police

Anonymous: A loosely organized hacktivist collective created to promote free speech,
unimpeded access to information, and transparency in government and corporate activities.
The collective's slogan "We are Legion" refers to both the group's numbers and the
anonymity of its members. Although the group was initially known for online pranks, it
has become more serious and political in recent years.”

Black Energy 2: An updated form of malware called Black Energy used in DDoS (q.v.)
attacks. Black Energy 2 is a toolkit for malware developers. First observed in 2010, the
malware is used by Sandworm to target ICSs (q.v.). Another iteration, Black Energy 3 was

seen in 2014.1
Bot herder: Someone who maintains and operates botnets (q.v.).

Botnets: Botnets are collections of devices and servers that are controlled by a common
type of malware and operated by a botnet operator through one or more command and
control servers.”” Botnets themselves can be thought of as groups of automated networks

that attack vulnerable devices, often without the knowledge of the victim.*

Botnet Slave: A botnet that is directed by an operator or herder, which could be another

computer.'’

Command and Control (C&C, or C2) Server: A military term for allowing orders and
directives so that forces can be used effectively. This element plays a similar role in
cybersecurity. C&C allows for attackers to maintain contact with compromised sites and

control their actions.'®

Command and control node: A location (node) on a network performing C&C functions.

Connection: In telecommunication and computing in general, a connection is the

successful completion of necessary arrangements so that two or more parties (for example,

3 Margaret Rouse, “Anonymous,” Techtarget, http://whatis.techtarget.com/definition/Anonymous.

14 “BlackEnergy,” NJ Cybersecurity & Communications Integration Cell, July 11, 2016,
https://www.cyber.nj.gov/threat-profiles/trojan-variants/blackenergy.
15 Pieter Arntz, “The Facts about Botnets,” Malwarebytes Labs, February 6™, 2015,
https://blog.malwarebytes.com/cybercrime/2015/02/the-facts-about-botnets/.

16 Arntz, “The Facts about Botnets,” Malwarebytes Labs,
https://blog.malwarebytes.com/cybercrime/2015/02/the-facts-about-botnets/.

17 Margaret Rouse, “master/slave,” Techtarget, http://searchnetworking.techtarget.com/definition/master-slave.

¥ Adam Rice and James Ringold, “Command-and-control servers: The masters that govern malware,”
Techtarget, June, 2014, http://scarchsecurity.techtarget.com/feature/Command-and-control-servers-The-

puppet-masters-that-govern-malware.
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http://searchnetworking.techtarget.com/definition/master-slave
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people or programs) can communicate at a long distance. In this usage, the term has a
strong physical (hardware) connotation although logical (software) elements are usually

involved as well.?

Declassified for sharing: A label to mark information that was classified at one point, but
which is now open to being shared, often with specified recipients.

Denial of Service (DoS): An attack targeted on a resource to deny legitimate users the
service of that resource. An attack is usually carried out by flooding internet traffic to a

resource.”°

Distributed Denial of Service (DDoS): Similar to the DOS attack, distributed denial of
service attacks use multiple computer systems to flood a target and prevent its use.?! The
key difference is that a DDoS typically uses multiple compromised computer systems as
opposed to one.?

DNS Lookup request: A request by a user to look for a Domain Name Server (DNS)
record.”

DNS reflection attack: A Domain Name Server (DNYS) is a roster of names that allows
computers to translate them into IP addresses (q.v.), thereby allowing users access.** A
DNS reflection attack, which is partly used in a DDoS attack, involves the attacker sending
multiple requests to a DNS using spoofed addresses of a victim, causing the server to

respond to the victim and flooding them with messages.®

DropBear secure shell: Dropbear is a relatively small SSH Server (q.v.) and client. It is

useful in certain embedded Linux systems, such as wireless routers.?®

Encrypted Session: A session is a series of interactions between two communication end

points that occur during the span of a single connection. Encrypted sessions involve the

1Y Margaret Rouse, “connection,” Techtarget, September 2005,
http://searchnetworking.techtarget.com/definition/connection.

2 “What is a Denial of Service Attack DOS?: An Overview of DOS Attacks,” palo alto networks,
https://www.paloaltonetworks.com/cyberpedia/what-is-a-denial-of-service-attack-dos.

2 Kevin Beaver, “distributed denial of service attack,” Techtarget, January 2017,
http://searchsecurity.techtarget.com/definition/distributed-denial-of-service-attack.

2Vangie Beal, “DDoS attack-Distributed Denial of Service attack,” webopedia,
https://www.webopedia.com/TERM/D/DDoS attack.html.

2 “DNS Lookup,” techopedia, https://www.techopedia.com/definition/29029/dns-lookup.

2 “Managing Domain Name Servers: What Is A Domain Name Server (DNS) And How Does It Work,”
Network Solutions, http://www.networksolutions.com/support/what-is-a-domain-name-server-dns-and-how-
does-it-work/.

% Lior Rozen, “DNS Reflective Attacks,” radware blog, December 7, 2016,
https://blog.radware.com/security/2016/12/dns-reflective-attacks/.

% “Dropbear SSH, matt ucc asn, May 18, 2017, https://matt.ucc.asn.au/dropbear/dropbear.html.
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conversion of electronic data into another form, called ciphertext, which cannot be easily

understood by anyone except authorized parties.?’

Endpoint: An endpoint device is an Internet-capable computer hardware device on a TCP/

IP (q.v.) network .

Firmware: Firmware is programming that's written to a hardware device's nonvolatile
memory. Nonvolatile memory is a form of static random access memory whose contents
are saved when a hardware device is turned off or loses its external power source.”

Gbps: A measure of bandwidth on a digital data transmission medium such as optical fiber.
It stands for billions of bits per second.*

Generic Routing Encapsulation (GRE): A method for delivering packets in a secure
fashion even in public networks. They encapsulate data packets which are later de-
encapsulated by a device, which are then sent to their final destinations.”! In essence, GRE

creates a private point-to-point connection like that of a virtual private network (VPN).*?

Hash: A hash is a shortened index that represents an item’s value. Hashing is generally
done because shortening the value of the index allows the item to be found more quickly.
It is also used in encryption algorithms.®

Industrial Control Systems (ICS): A term that describes control systems that control
instrumentation of devices, systems, and networks. Used commonly in critical

infrastructure businesses, ICS’s electronically manage multiple tasks.*

Injects: Scripted information about the TTX that was provided to the game players at

selected times, e.g. descriptions of attacks, potential partners, suggested actions, etc.

Information Sharing and Analysis Center (ISAC): Usually non-profit organizations,
ISACs are organizations that carry out threat analysis and other such activities on behalf

" Margaret Rouse, “Session,” Techtarget, September 2005,
http://searchmicroservices.techtarget.com/definition/session.
% Margaret Rouse, “endpoint device,” Techtarget, July 2013, http://whatis.techtarget.com/definition/endpoint-
device.

* Margaret Rouse, “firmware,” Techtarget, April 2017, http://whatis.techtarget.com/definition/firmware.

30 Margaret Rouse, “Gbps (billions of bits per second),” Techtarget, March 2011,
http://whatis.techtarget.com/definition/Gbps-billions-of-bits-per-second.

31 “Understanding Generic Routing Encapsulation,” Juniper.net, May 18, 2017,

https://www juniper.net/documentation/en US/junos/topics/concept/gre-tunnel-services.html.

32 Tessa Parmeter and Lisa Phifer, “Generic routing encapsulation-GRE,” Whatis.com, December 2011,
http://searchenterprisewan.techtarget.com/definition/Generic-routing-encapsulation-GRE.

33 Margaret Rouse, “hashing,” Whatis.com, September 2005,
http://searchsqlserver.techtarget.com/definition/hashing.

3 “Industrial Control System,” TrendMicro,
https://www.trendmicro.com/vinfo/us/security/definition/industrial-control-system.
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of companies that require such services, typically critical infrastructure related
organizations. An ISAC can work on analysis for physical or cyber threats for an
organization.*

Information Sharing and Analysis Organization (ISAO): Similar to ISACs, ISAOs may
be less sector-specific that ISACs.

Internet Address, also Internet Protocol (IP) Address: the location of something on the
net is referred to an IP address. Addresses on the network are displayed as a sequence of

numbers and periods.*

Internet of Things (IoT): a network of everyday devices, appliances, and other objects
equipped with computer chips and sensors that can collect and transmit data through the

Internet.’’

IP address range: In the case of the T'TX this refers to a group of IP addresses that can be
correlated to a particular organization or country.

ISP: An Internet service provider is a company that provides individuals and other
companies access to the Internet and other related services such as Web site building and
virtual hosting .

Japan Computer Emergency Response Team (JP-CERT): An organization that was
established in 1996 and eventually adopted by the Japanese government. The first
Computer Security Incident Response Team (CSIRT) organization in Japan, JP-CERT
also works with the Asia Pacific-Computer Emergency Response Team.”

Local Area Network (LAN): A group of computers that shares a common local server.*

Lazarus Group: Known for their hack of Sony Motion Pictures on behalf of North Korea
and for stealing $81 million from the Federal Reserve Bank of New York via the Central

35 “About ISACs,” National Council of ISACs, https://www.nationalisacs.org/about-isacs.

36 “What is an IP Address, What does it do?” WhatisMyIPAddress.com, https://whatismyipaddress.com/ip-
address.

37 “Internet of Things,” Dictionary.com, http://www.dictionary.com/browse/internet-of-things.

3% Margaret Rouse, “ISP (Internet service provider),” Techtarget, February 2006,

http://searchwindevelopment.techtarget.com/definition/ISP.
3 “About JPCERT/CC,” JPCERT/CC.org, June 23, 2017, https://www.jpcert.or.jp/english/about/index.html.

“ Diana Hwang, “local area network,” Techtarget, June 2016,
http://searchnetworking.techtarget.com/definition/local-area-network-LAN.
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Bank of Bangladesh, the Lazarus Group is a cybercrime group. The group is thought to be
behind the WannaCry cyber-attack."

Malware: Malware, or malicious software, is any program or file that is harmful to a

computer user. Malware includes computer viruses, worms, Trojan horses and spyware.*?

METT: The Ministry of Economy, Trade, and Industry of Japan. METT’s mission is to
develop Japan’s economy and industry by focusing on promoting economic vitality in
private companies and smoothly advancing external economic relationships, and to secure

stable and efficient supply of energy and mineral resources.®

MIC: Ministry of Internal Affairs and Communication of Japan. MIC is responsible for
fundamental framework of Japan, such as the various organizations relating to the
economic and social activities of the nation, and supports the basis of the nation. MIC
functions include the management and administration of the basic administration system
of the country, the administration of local autonomy (regional decentralization reforms and
regional vitalization), and fire and emergency services, and the realization of growth
strategies applying information communications technologies (ICT).*

Mirai: A new brand of malware detected in 2016. This malware is designed to scan the
internet for insecure connected devices, while also avoiding IP addresses belonging to major
corporations, like Hewlett-Packard and government agencies, such as the U.S. Department
of Defense. Once it identifies an insecure device, the malware tries to log in with a series
of common default passwords used by manufacturers. If those passwords fail, then Mirai
uses brute force attacks to guess the password. Once a device is compromised, it connects

to C&C infrastructure and can divert varying amounts of traffic toward a DDoS target.*

MoD: Ministry of Defense of Japan.*

4 Matt Pearce, “Their code was used to hack Sony and creater ‘WannaCry.” Meet ‘the Lazarus Group,’ the
armed robbers of the Internet,” Los Angeles Times, May 18, 2017, http://www.latimes.com/nation/la-fg-
lazarus-group-20170518-story.html.

* Rob Wright and Debra Lee, “malware,” Techtarget, November 2016,
http://searchsecurity.techtarget.com/definition/malware.

# “METTs Mission; METI Fact Sheet,” Ministry of Economy, Trade, and Industry,
http://www.meti.go.jp/english/aboutmeti/data/meti _mission.html.

* “Guidance on the Ministry of Internal Affairs and Communication,” Ministry of Internal Affairs and

Communication, http://www.soumu.go.jp/english/soumu/index.html.
# Rob Wright, “Botnet,” Techtarget, April 2017, http:/searchsecurity.techtarget.com/definition/botnet.

46

“Ministry of Defense,” Ministry of Defense, http://www.mod.go.jp/e/index.html.
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NPA: National Police Agency of Japan. The governing body of Japanese police, NPA is
under the National Police Safety Commission (NPSC). The NPA administers police affairs
while the NPSC makes general policy.*

NSA: National Security Agency of the U.S. The National Security Agency/Central
Security Service (NSA/CSS) leads the U.S. Government in cryptology that encompasses
both Signals Intelligence (SIGINT) and Information Assurance (IA) products and
services, and enables Computer Network Operations (CNO) in order to gain a decision
advantage for the Nation and our allies under all circumstances.®

Packets: A packet is the unit of data that is routed between an origin and a destination on
the Internet or any other packet-switched network.*

Payload: In general usage, the payload refers to the bits that get delivered to the end user
at the destination.”

Phishing: An act where fraudulent emails are sent in hopes of having victims reveal
personal information, typically passwords or financial information. Phishing targets a
general audience for information. A more targeted version often is referred to as spear

phishing.’!

Programmable Logic Controller (PLC): A piece of hardware that monitors inputs and
outputs to make logical decisions. Their modular nature allows them to be compatible with
many types of setups.>

RFI: Request for Information.

Routers: In packet-switched networks such as the internet, a router is a device or, in some
cases, software on a computer, that determines the best way for a packet to be forwarded

to its destination.”

Secure Shell (SSH): SSH, also known as Secure Socket Shell, is a network protocol that
provides administrators with a secure way to access a remote computer. SSH also refers to

the suite of utilities that implement the protocol. Secure Shell provides strong

47 John Pike, “National Police Agency (NPA),” Federation of American Scientists, October 12, 2000,
https://tas.org/irp/world/japan/npa.htm.

# “Mission Strategy,” National Security Agency, May 3, 2016, https://www.nsa.gov/about/mission-strategy/.

# Margaret Rouse, “Packet,” Techtarget, April 2007, http://searchnetworking.techtarget.com/definition/packet.

%0 Margaret Rouse, “Payload,” Techtarget, April 2005, http:/searchsecurity.techtarget.com/definition/payload.

51 “phish,” dictionary.com, http://www.dictionary.com/browse/phishing.
52 Carlos Gonzalez, “Engineering Essentials: What Is a Programmable Logic Controller,” Machine Design,

June 1, 2015, http://www.machinedesign.com/engineering-essentials/engineering-essentials-what-
programmable-logic-controller.

53 Jessica Scarpati, “router,” Techtarget, October 2016,
http://searchnetworking.techtarget.com/definition/router.
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authentication and secure encrypted data communications between two computers

connecting over an insecure network such as the Internet.™*

Serial-to-Ethernet device: A device that helps reconfigure Ethernet packets into serial data

and vice versa.”

Supervisory Control and Data Acquisition (SCADA) Systems: A type of ICS, SCADA
systems gather data, record events, allow for remote management, and control devices.*®

Task Force (T'F): A group or committee, usually of experts or specialists, formed for
analyzing, investigating, or solving a specific problem.”’

TCP/IP: Communication protocols used to interconnect network devices on the internet.
TCP/IP can also be used as a communications protocol in a private network (an intranet
or an extranet).’®

TTX: Short for tabletop exercise (also called “desktop exercises”), TTXs are intended to
generate discussion of various issues regarding a hypothetical, simulated emergency. T'TXs
can be used to enhance general awareness, validate plans and procedures, rehearse concepts,
and/or assess the types of systems needed to guide the prevention of, protection from,
mitigation of, response to, and recovery from a defined incident. Generally, TTXs are
aimed at facilitating conceptual understanding, identifying strengths and areas for

improvement, and/or achieving changes in perceptions.”

URL: A Uniform Resource Locator, as the name suggests, provides a way to locate a

resource on the web, the hypertext system that operates over the internet.*

U.S. Cyber Command (USCYBERCOM): USCYBERCOM plans, coordinates,
integrates, synchronizes and conducts activities to: direct the operations and defense of
specified Department of Defense information networks and; prepare to, and when directed,
conduct full spectrum military cyberspace operations in order to enable actions in all

domains, ensure US/Allied freedom of action in cyberspace and deny the same to our

5* Michael Cobb, “Secure Shell,” Techtarget, March 2016,

http://searchsecurity.techtarget.com/definition/Secure-Shell.
55 “What is a serial to Ethernet and how does it work?” U.S. Converters LLC,
http://www.usconverters.com/index.php?main_page=page&id=70&chapter=0.

56 “What is SCADA?” Inductive Automation, https://inductiveautomation.com/what-is-scada

57 “Task Force,” Dictionary.com, http://www.dictionary.com.
5 Kate Gerwig, “T'CP-IP (Transmission Controller Protocol/Internet Protocol),” Techtarget, August 2017,
http://searchnetworking.techtarget.com/definition/TCP-IP.

%% “Homeland Security Exercise and Evaluation,” Department of Homeland Security, April 2013, p. 2-4,
https://www.fema.gov/media-library-data/20130726-1914-25045-8890/hseep aprl3 .pdf

% John Burke, “URL (Uniform Resource Locator),” Techtarget, September 2016,
http://searchnetworking.techtarget.com/definition/URL.
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adversaries. © Initially part of Strategic Command, it was announced that
USCYBERCOM would become its own unified combatant command in August of
2017.%2

Visual Basic: Visual Basic (VB) is a programming environment from Microsoft in which a
programmer uses a graphical user interface (GUI) to choose and modify preselected

sections of code written in the BASIC programming language.®®

61“U.S. Cyber Command,” U.S. Strategic Command, September 30, 2016,
http://www.stratcom.mil/Media/Factsheets/Factsheet-View/Article/960492/us-cyber-command-uscybercom/.

62 “Statement by President Donald J. Trump on the Elevation of Cyber Command,” Office of the Press
Secretary, 'The White House, August 18, 2017, https://www.whitehouse.gov/the-press-
office/2017/08/18/statement-donald-j-trump-elevation-cyber-command.

63 Dave Van Allen, “Visual Basic,” Techtarget, November 2007,

http://searchwindevelopment.techtarget.com/definition/Visual-Basic.
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Appendix Two—Inject Details

Inject Day 1: 20 September 2019

“It is the morning of 20 September 2019. You just showed up at work. You are a member
of the Rugby World Cup Cyber Task Force (TF).

Today, your task force will not assign specific roles to its members, but as a team, you must

decide how to respond to the cyber incidents that come your way. You must exchange

information, but more importantly, you must recommend specific actions to stop the

attacks. Who you ask and what you ask—these are questions for you to decide as a team.”

20 Sept Incoming Messages

“When you log onto your PC, these are the messages that are in your INBOX:

1.

Kyodo News Wire—Opening day of Rugby World Cup. A full stadium of
almost 50,000 spectators expected. Over one-third hail from Ireland and
other European countries.

Urgent message from the Cabinet—Starting at 7:00 today, DDoS attacks hit
the Prime Minister’s website and it is down.

Domestic security vendor report—The local vendor reports an ongoing
targeted phishing campaign against TEPCO, a couple of smaller Tokyo-
based energy sector companies, and possibly a government agency.

NPA Report—A group of 16 foreign protestors chained themselves to a
telephone pole outside of Wakayama City’s largest building while 4 of their
accomplices climbed the building illegally and hung a banner from it. The
banner said, “End the Dolphin Slaughter!!! Marine Mammals have feelings
too!” All 20 protesters were arrested but not before news media filmed them
and their banners. Police interviews discovered that all 20 came into the
country last week on tourist visas, claiming to be Rugby fans.

NTT technical report—Analysts are monitoring an ongoing DDoS attack
against the Prime Minister’s office and NHK websites (as well as possibly one
other target). The attack is a DNS reflection attack involving cheap routers
misconfigured to accept queries from anywhere, combined with botnet slaves
sending GRE traffic. The total amount of incoming traffic reached a volume
of over 300 Gbps. Both sites are down. The command and control node
appears to be an IP address owned by Celcom, a large ISP in Malaysia (owned
by Axiata). This is a sophisticated attack using the same techniques used in
the Mirai DDoS attacks (in Oct 2016), but using a new botnet of IoT devices.
The current attack is about one-third the volume seen in the Mirai botnet
DDoS attacks.”
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During game play the Teams filled out the “Round 1 Question Sheet” (see Appendix 3).
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Inject Day 2: 21 October 2019

“Background: Tonight, Japan hosts the Pool D match of Australia vs. Fiji at Toyota
Stadium in Toyota, Aichi Prefecture. Venue operators expect a sell-out crowd of 45,000

Activities: It is the morning of 21 October 2019. You are a member of the Rugby World

Cup Task Force. You just arrived at work.

Today’s Incoming Messages (Scenario Injects)

When you log onto your PC, these are the messages that are in your inbox:

1.

Kyodo News Wire—Pool matches of Rugby World Cup continue today with
an exciting Pool D match. Australia and Fiji are playing in Aichi Prefecture.
Organizers expect a capacity crowd of 45,000 at Toyota Stadium. Over half
of the crowd comes from overseas with about one quarter of the spectators

from Australia.

METT report—Large electric utility technicians report that a Serial-To-
Ethernet device in a substation went down and an inspection of it showed

that its firmware had been altered by malware.

A Ministry of Defense (MoD officer) arrives at the TF, hand carrying a report

from US CYBERCOM:

US CYBERCOM analysts identified the actors behind recent DDoS
attacks targeting the Rugby World Cup website and NHK live site.
CYBERCOM sent MoD the report, which contains a description of the
attackers’ DDoS§ technique. It shows that the entire campaign is being
directed from an IP address range, 77.84.35.0/24. The Department of
Defense identifies the hackers behind the attack as being an elite North
Korean government team. The report, delivered by hand to the MoD by
the U.S. defense attaché, notes that the continued DDoS§ attacks against
Rugby World Cup-related websites constitute an attack on Japan in the
view of the U.S. Department of Defense and fall within the scope of the
Status of Forces Agreement between the U.S. and Japan.
CYBERCOM offers to take the command and control node offfine and
destroy its ability to conduct further attacks. The Secretary of Defense,
the defense attaché noted, received approval from the White House to
plan for this. lhe Cabinet wants the Task Force fto make a

recommendation on whether to accept this offer.

NPA forwards the TF a report from the Australian Federal Police:
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AFP sends NPA a message telling them that they detected an encrypted
session between a Japanese IP address and a Dropbear SSH C&C
server running on an Australian university server. lhe Japanese IP
address is owned by large électric utility. (The same large utility
company named in report #2.)

5. Kyodo News Report—Technicians who inspected the mechanical failure of
the Keio Line ticket gate in October at Shinjuku station determined that the
cause was not a cyberattack, but an accidental crash of the operating system
caused by an update to it. Station officials were able to restore the system
from back-up and the problems have not occurred again.

6. RWC security vendor sends an email to TF:

Starting at about 8:00, Rugby World Cup and NHK’s rugby cup live
site were hit with a major DDoS attack.

7. Ministry of Internal Affairs and Communications (MIC) contacts TF:

A Japanese ISP is monitoring a DDoS attack on the Rugby World Cup
and NHK live site measured the incoming volume of the attack at 700
Gbps. The vendor noted that two-thirds of the attacks were coming
through a specific overseas ISP that is offering to cut the traffic off at the
Gof’s request. MIC is asking the Task Force for a recommendation.

8. The Japan Computer Emergency Response Team (JP-CERT) and METI
send the TF an identical report:

A large electric utility contacted METI and JP-CERT after a large
electric utility ground crew reported malware on a SCADA system. A
repair crew found malware on a SCADA system at a substation in
Yokohama. The repairmen were brought in fo the substation to fix a
down SCADA system and identified malware on it. The malware was
extracted and hashed:

983cfif3aaactf1ad82eb70f77088ad6ccedee77  (May be referenced as
HASH PDQ)

The game controllers offered to provide additional technical details to the TTX team
members if they asked.
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Appendix Three—Answer Templates

Round 1 Answer Template

The facilitator should ensure that each of the topics below is discussed by the TF.

Conclusions should be reached and answers added below:

Wb

What attacks have you identified?

Which attacks are relevant to the Rugby World Cup?

Prioritize from most risky to least risky, the attacks identified in #2.

For each attack that you identified in #2, is there any concrete act designed
to stop it>  What steps or countermeasures can you ask your partners
(government agencies, infrastructure operators, telecoms, etc.) to do to stop
each attack?

Can any of your partners provide additional information or analysis to help
you understand what is happening? If so, draft a Request for Information
(RFT) to that partner (or class of partners). Include any information that your
team possesses that might help your partner understand your request.

What information can the partner provide you in response to your RFI?
What information will you share with your partners to put them on alert?
Does Japan need some sort of task force to guard against cyberattacks against
major sporting events such as the Rugby World Cup or 2020 Olympics?

In order prevent cyberattacks such as these from negatively impacting the
2019 Rugby World Cup, what sort of task force or organization does Japan

need?

Alternative Questions in Round 2 Answer Template (Questions 1-7 were the same)

8.

10.

How do you respond to the MIC request for a recommendation on throttling
the DDoS attacke Is it possible to give a simple explanation of what policies
and what facts led you to make this recommendation?

What response do you recommend to the Cabinet regarding the
CYBERCOM message? Is it possible to give a simple explanation of what
policies and what facts led you to make this recommendation?

What organizations would be the necessary partners for this organization?



